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1
Decision/action requested

Add details to Trust mode clause in TR 33.875 [1].
2
References

[1]
TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"

[2]
TS 33.501 "Security architecture and procedures for 5G System"

3
Rationale

4
Detailed proposal

****** START OF CHANGES 
4
Trust model


4.0 

General
With introduction of the service-based architecture and moving at the same time to cloud deployments, new attack vectors such as that for NFs deployed in clouds give ground to vulnerabilities and, thus, can impact the mobile operator domain. As more important it is to assure the trust also within one operator's network. For this, security concepts have been introduced.
A service request requires mutual authentication, thus all network functions support mutually authenticated TLS and HTTPS. After registration and discovery, any service request of a network function needs also to be authorized by an authorization server (NRF) before a NF Service Consumer can consume the services of a NF Service Producer. For this 5G introduces the concept of authorization token utilizing the OAuth 2.0 authorization framework.
With Rel-16 indirect communication via a Service Communication Proxy (SCP) is possible. SCPs can be operated in a fully service-meshed environment or as standalone entity.
In the following the trust relationships between the entities of an operator network are described.
4.1

Actors
The following actors within one PLMN are considered: NF, NRF, SCP.
- NFs can provide services or consume services. 
- NRF is a repository capturing NF profiles of NFs offering its services to other NFs. It receives discovery requests from NF instances, maintains NF profiles and acts as an authorization server. NRF responds to authorization requests by NF Service Consumers by providing OAuth 2.0 access tokens to authorize a NF Service Consumer for gaining access to a service from a NF Service Producer.
- SCP is a service communication proxy used in indirect communication to interact with NFs and other SCPs within the PLMN. SCP also communicates with the SEPP.
The following types of actors when requesting services from another PLMN are considered: SEPP.
- SEPP sits at the edge of one operator's network to allow for a secured communication with the other operator's network’s SEPP. 
4.2

Deployment options
The following deployment options need to be considered: 
- Direct communication within the same PLMN vs direct communication in Inter-PLMN scenario, i.e. without SCP behind SEPP.
- Indirect communication in the same PLMN vs indirect communication in Inter-PLMN scenario: For both, SCP standalone and service mesh need to be considered.
SEPP to SEPP communication is secured on N32-c via TLS and on N32-f via TLS (i.e. transport layer security) or PRINS (i.e. application layer security on top of NDS/IP or TLS). TLS provides for authentication between two entities. Thus, securing at transport layer provides hop-by-hop security between two SEPPs. PRINS provides end-to-end application layer security between two SEPPs. 
Hop-by-hop security introduces the additional risk of allowing an entity on the path to gain full access to signalling messages exchanged. An intermediary node can read, hide, or modify the originator information.

4.3

Description of the trust assumptions
4.3.1
Trust within one PLMN
This clause describes the existing trust relationships within one PLMN. This trust is required whether the NF Service Consumer (NFc) and NF Service Producer (NFp) are within the same PLMN or not. The trust relationships described here can be replaced by security mechanisms.
NOTE: Whether the list of existing trust relationships described below is complete, depends on deployment choices.
NRF is the core entity handling registration, discovery and authorization requests by NFs or SCP. The operator needs to apply necessary security measures to secure these operations. It is assumed that there is only one NRF, or all NRFs are within the same trust domain, i.e. all NRFs are in the same security domain and the same entity(-ies) are responsible for all NRFs.
Registration:
An NF Service Provider needs to trust the NRF that no other NF can register with the identity of NFp. 
The following applies only when there is no direct connection between NF and NRF.
If there is no direct communication between NF and NRF, an NF Service Provider needs to trust that the SCPs forward NFp profiles unmodified. 
If there is no direct communication between NF and NRF, an NF Service Provider needs to trust the SCPs that no other NF can impersonate the identity of NFp towards the SCP, thus enticing the SCP to register an NF with the false identity. 
Discovery:
An NF Service Consumer needs to trust NRF to provide profiles of authenticated NF Service Providers that offer their services to the requesting consumer.
 An  NF Service Consumer needs to trust SCP to forward correctly the profiles of authenticated NF Service Providers that offer their services to the requesting consumer.
Access token request:
Trust in direct communication between NFs, NFs and SCP/SEPP, as well as SCP and SEPP is assumed per 33.501 with mandatory mutual authentication using TLS. 

An NF Service Provider needs to trust NRF to provide access tokens for consumption of its services only to those NF Service Consumers that have requested for it and only for those services that are allowed by the registered NRF policy and the registered NF Service Provider policy.  

Authentication and confidentiality protection in indirect communication is only achieved between NF and SCP, (potentially between multiple SCPs), SCP and NRF as well as SCP and SEPP, but additional considerations are needed for achieving trust between NFs, NF and NRF, as well as NRF and SEPP, NF and SEPP, when an SCP is on the path. This is because all traffic in indirect communication passes through SCPs, and TLS terminates at SCPs. 
Thus, the SCP needs to be trusted by NFc and NFp, to only forward authentication tokens or CCA with the original request, as well as to forward information only between the legitimate endpoints of the communication.
An NF Service Provider needs to trust NRF to provide access tokens for consumption of its services only to those SCPs that are authorized by the NF Service Consumers that have requested for it and only for those services that are allowed by the registered NRF policy and the registered NF Service Provider policy.  
It also needs to be distinguished if SCP is collocated to NFs (service mesh) or standalone. 
Editor's note: Further analysis on the trust model concerning different deployments of SCP is ffs.
4.3.2
Trust in Inter-PLMN communication

With 5G, a new element has been introduced. The SEPP, i.e. the Secure Edge Protection Proxy acting as perimeter of PLMN, is responsible to secure signalling with the SEPP of another PLMN via the Internet.
The SEPP of the sending PLMN needs to trust the SEPP of the receiving PLMN that no other entity on the path has unauthorized access or can modify signalling messages if not permitted to do so by policy.
Discovery:
The NRF in the NF Service Consumer PLMN needs to trust the cSEPP to route the request to the pSEPP representing the target PLMN and apply the correct protection policies to the discovery request.
 The NRF in the NF Service Provider PLMN needs to trust the pSEPP to authenticate the origin network of the discovery request and ensure that this origin network is correctly represented in the request arriving at the pNRF.
Access token request:
When requesting an access token from the NRF in another PLMN, there is always an indirect communication involving the cSEPP and pSEPP. In addition, SCPs can be involved in either network. 

An NF Service Provider needs to trust pNRF to provide access tokens for consumption of its services only to those NF Service Consumers in another PLMN and only for those services that are allowed by the registered NRF policy and the registered NF Service Provider policy.  
An NF Service Provider needs to trust cNRF to provide access tokens for consumption of its services only to those NF Service Consumers in another PLMN that have requested for it and only for those services that are allowed by the registered NRF policy and the registered NF Service Provider policy.  
An NF Service Provider needs to trust SCP in the Service Consumer PLMN to only forward authentication tokens or CCA with the original request, as well as to forward information only between the legitimate endpoints of the communication.  

Service request:
An NF Service Provider needs to trust pSEPP to authenticate and verify the NFc's PLMN included in the request in order to be able to perform dynamic authorization.
A pSEPP needs to trust that the cSEPP is not forwarding requests on behalf of foreign PLMNs.
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